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EU & UK Sanctions | Adoption

▪ EU sanctions: 

▪ European Commission + High Representative 

of the Union for Foreign Affairs and Security 

Policy propose sanctions regulations

▪ Council adopts thematic and geographical 

sanctions regimes (EU autonomous sanctions 

+ implementing UN sanctions regimes)

▪ EU sanctions map: comprehensive details of all 

EU sanctions regimes

Trade 

sanctions 
(incl. dealings 

with certain 

territories)

Financial 

sanctions

Targeted 

sanctions

▪ UK sanctions: 

▪ The Secretary of State for the Foreign, 

Commonwealth, and Development Office 

adopts sanctions (Section 1 of the Sanctions 

and Anti-Money Laundering Act 2018)

https://finance.ec.europa.eu/eu-and-world/sanctions-restrictive-measures/overview-sanctions-and-related-tools_en
https://www.eeas.europa.eu/eeas/high-representative-vice-president_en
https://www.consilium.europa.eu/en/policies/sanctions/
https://sanctionsmap.eu/#/main
https://www.legislation.gov.uk/ukpga/2018/13/section/1


Who is subject to EU & 

UK sanctions?
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EU sanctions | Who must comply?

General rule – EU sanctions apply

▪ within the EU territory (EU Member States, including their airspace)

▪ to nationals of EU Member States

▪ to entities incorporated or constituted under EU Member State law

▪ to entities in respect of business done in whole or in part within the EU (very broad)

▪ aboard any aircraft or vessel under EU Member State jurisdiction

EU nationals and companies 

(incl. EU subsidiaries of Israeli 

companies/dual Israeli-EU 

nationals)

must comply with EU sanctions 

outside the EU

Israeli companies must comply with EU sanctions with respect to activities that 

have a clear link with the EU territory. Examples: 

▪ Israeli companies trading in goods via the EU territory or engaging/approving/directing 

the commercial transactions to/from/within the EU territory

▪ Israeli companies participating/approving/directing commercial transactions where EU 

companies take part (for example, re-sellers, distributors, insurance companies, banks 

in the EU etc.) or obligations are performed in the EU 

▪ EU companies directing/approving the conduct of their Israeli subsidiaries 

Extraterritorial reach of EU sanctions? No, but ...
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UK sanctions | Who must comply?

UK nationals and 

companies (incl. UK 

subsidiaries of Israeli 

entities/dual UK-Israeli 

nationals)

must comply with UK 

sanctions outside the 

UK

Israeli companies must comply with UK sanctions with respect to 

conduct that has a UK nexus. Examples:

▪ Israeli companies making payments cleared through UK banks 

▪ Israeli companies engaged in transactions involving financial 

products or insurance bought on the UK markets but held or used 

overseas

▪ Israeli companies whose commercial conduct is partly directed by 

natural or legal persons located in the UK

General rule – UK sanctions apply to the conduct of

▪ any person in the United Kingdom or its territorial sea

▪ a United Kingdom person wholly or partly outside the United Kingdom

Extraterritorial reach of UK sanctions? No, but ...



EU sanctions against 

Russia and Belarus

Targeted & financial 

sanctions
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EU sanctions against Russia and Belarus | Targeted sanctions

EU sanctions list (Reg 269/2014 and Reg 765/2006) includes legal and natural persons, entities 

or bodies 

▪ who undermine or threaten the territorial integrity, sovereignty and independence of Ukraine 

or

▪ who support or benefit from such actions or

▪ who facilitate circumvention of the sanctions regulations (new)

▪ An Israeli company which itself must not comply with EU sanctions legislation but which 

facilitates a company subject to EU sanctions legislation to circumvent EU sanctions faces the 

risk of being included in the EU sanctions list

▪ Circumvention: acts which do not infringe the prohibition but have the aim or result of frustrating 

the relevant prohibition; element of knowledge and intent

▪ Facilitation: acts which are instrumental, make possible or serve circumvention

▪ New and untested ground for listing persons/entities in the EU sanctions list, intended to create a 

chilling effect due to increased concerns about circumvention

https://webgate.ec.europa.eu/fsd/fsf/public/files/pdfFullSanctionsList/content?token=dG9rZW4tMjAxNw
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32014R0269
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02006R0765-20220720
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EU sanctions against Russia and Belarus | Targeted sanctions

Prohibition to make funds and economic resources available to listed persons/entities

▪ No payments, no purchase/provision of goods or services, no provision of any tangible or intangible asset

Indirectly making available funds or economic resources:

▪ Non-listed entity is owned by more than 50% by listed persons/entities (aggregation possible)

▪ Non-listed entity is controlled by a listed person/entity: factual assessment (high due diligence duty) to determine 

whether the targeted person/entity exercises decisive influence, on the basis of indicative criteria:

▪ power to appoint or remove a majority of the members of the administrative, management or supervisory bodies 

▪ power to appoint or control a majority of shareholders’ or supervisory bodies members' voting rights

▪ influencing corporate strategy, operational policy, use of assets, business plans, investment, capacity, provision of finance, 

human resources and legal matters

▪ Screen commercial counterparties before entering into transactions, including through open-source information; use of dedicated 

questionnaires etc. (see, slides 27-31 below) → not sufficient to check whether a commercial partner is listed !

Freezing of funds and economic resources belonging to, owned, held or controlled by listed persons/entities

▪ No move, transfer, alteration (e.g., change in ownership), use of, access to, or dealing with frozen funds/economic resources

▪ Funds/economic resources jointly owned with listed persons/entities must be frozen if the listed person has power of disposal

EU sanctions list (Reg 269/2014 and Reg 765/2006)

https://webgate.ec.europa.eu/fsd/fsf/public/files/pdfFullSanctionsList/content?token=dG9rZW4tMjAxNw
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32014R0269
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02006R0765-20220720
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EU sanctions against Russia | Targeted sanctions

Derogations

authorisation from the EU MS authorities required – authorisation

applications must be filed before entering into a transaction

▪ humanitarian purposes in Ukraine 

▪ basic needs

▪ legal fees

▪ routine maintenance

▪ extraordinary expenses

▪ diplomatic mission accounts 

▪ pre-existing claims against listed persons

▪ payments to Crimean Sea Ports

▪ termination of relations with certain listed Russian banks and the 

National Settlement Depository of Russia (available until certain dates)

▪ divestment (available for certain listed entities and until certain dates)

▪ urgent prevention or mitigation of events likely to have serious impact on 

human health and safety or the environment

▪ purchase, import or transport of agricultural and food products, including 

wheat and fertilisers

Carve-outs 

no authorisation from the EU 

MS authorities required

▪ adding interest to frozen 

accounts

▪ paying pre-existing claims 

(that arose before the date of 

listing) to frozen accounts of 

listed persons

▪ paying amounts to frozen 

accounts of listed persons 

that are due under 

judicial/adm decisions

▪ payments made by EU  

humanitarian partners for 

humanitarian purposes in 

Ukraine
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EU sanctions against Russia | Restrictions on Russian SoEs

Restrictions on transactions 

with Russian State-owned 

enterprises 

Annex XIX to Reg 833/2014

Prohibited to directly or indirectly 

engage in any transaction with

(a) certain Russian SOEs listed in 

separate Annex and 

(b) entities outside the EU owned or 

controlled by a listed Russian SOE

List of Russian SOEs

▪ OPK Oboronprom

▪ United Aircraft Corporation

▪ Uralvagonzavod

▪ Rosneft Transneft

▪ Gazprom Neft

▪ Almaz-antey

▪ Kamaz, Rostec

▪ JSC Sevmash

▪ Sovcomflot

▪ United Shipbuilding Corporation

▪ Russian Maritime Register of Shipping

▪ Russian Regional Development Bank

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014R0833-20221204
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EU sanctions against Russia | Financial sanctions 

SWIFT Ban

Exclusion from SWIFT financial 

messaging system

▪ Bank Otkritie

▪ Novikombank

▪ Promsvyazbank

▪ Bank Rossiya

▪ Sovcombank

▪ VEB R.F.

▪ VTB Bank

▪ Sberbank

▪ Credit Bank of Moscow

▪ JSC Russian Agricultural Bank

Sovereign debt

Restrictions on dealings in Russian sovereign 

debt, reserves and assets

Corporate finance

Restrictions on dealing in corporate debt and 

securities incl. providing any crypto-asset

wallet, account or custody services

Procurement

Exclusion from EU public procurement and 

continuation of existing public contracts

Public finance

Exclusion from EU, MS, and Euratom finance 

programmes and prohibition on public trade and 

investment support

Investments and financing in the Russian energy sector

Restrictions on acquiring/extending participations in, providing financing to and creating joint 

ventures with entities in the Russian energy & mining and quarrying sectors

Investments

Restrictions on investing in or otherwise contributing to projects co-financed by the Russian Direct Investment Fund (RDIF)

Financial and business services

Restrictions on the acceptance of deposits and holding crypto-assets from Russian entities, nationals and residents; credit rating services and services by 

Central Security Depositories (CSDs); services related to trusts; accounting, audit, consulting and related business services; investment related services 

to entities in the Russian energy sector, and exports of banknotes



EU sanctions against 

Russia and Belarus

Trade sanctions
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EU sanctions against Russia and Belarus | Export restrictions

The sale, supply or transfer of restricted items already imported or located in Russia is also prohibited → e.g., where the 

items are held in inventory of an EU company in Russia (e.g., a branch of the EU company in Russia)

▪ Dual-use goods, software and technology dual-use items listed in Annex I to (amended) Reg 821/2021 (Dual-Use Regulation)

▪ Advanced goods, software and technology incl. electronics, advanced materials, computers, sensors, avionics, vessels, etc in Annex VII to 

Reg 833/2014

▪ Key industrial inputs incl. chemicals, wood, fabrics, building materials, glass, steel, power tools, machinery in Annex XXIII to Reg 833/2014

▪ Maritime navigation goods in Annex XVI to Reg 833/2014

▪ Luxury goods in Annex XVIII to Reg 833/2014

▪ Aerospace goods and jet fuel in Annexes XI and XX to Reg 833/2014

▪ Oil exploration, oil and gas production goods and firearms and ammunition in Annexes II, X, and I to Reg 833/2014

Export restrictions generally apply to the sale, supply, transfer or export of restricted items to or for use in Russia, 

irrespective of the origin of the items, and related technical services and financial assistance (restricted item lists)

▪ an Israeli company engaging in a sale transaction where the goods are re-sold through an entity in the EU or the goods are transferred via 

the EU territory etc.

▪ an Israeli company engaging in a sale transaction where no EU entity is involved, no goods pass via the EU territory, but an EU 

bank/financial institution is used for the processing of payment or for providing insurance or guarantee etc.

Not all restrictions apply to Belarus. Additional restrictions apply to tobacco products, and certain types of machinery

https://eur-lex.europa.eu/eli/reg/2021/821
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014R0833-20221204
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014R0833-20221204
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014R0833-20221204
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014R0833-20221204
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014R0833-20221204
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014R0833-20221204


15

EU sanctions against Russia and Belarus | Import restrictions

▪ Iron and steel products incl. non-Russian steel included in the list that has been produced from listed steel originating in or exported from Russia 

in Annex XVII to Reg 833/2014

▪ Key industrial outputs (!) incl products including cement, wood, tyres, certain machinery, caviar, vodka, certain fertilizers in Annex XXI to Reg 

833/2014

▪ Gold in various forms, waste and scrap of gold, gold coins, processed gold, gold jewelry in Annexes XXVI and XXVII to Reg 833/2014

▪ Coal and other solid fossil fuels in Annex XXII to Reg 833/2014

▪ Crude oil and petroleum products in Annex XXV to Reg 833/2014

Import restrictions generally apply to the import, purchase and transport of certain products originating or exported from 

Russia, as well as related technical services and financial assistance (restricted item lists)

▪ an Israeli company engaging in a purchase transaction where an EU bank is used for the processing of payment

▪ an Israeli company engaging in a purchase transaction where the goods are re-purchased through an entity in the EU or the goods are 

transferred through the EU territory etc.

The import, purchase and transport of restricted items originating or exported from Russia, apart from crude oil and 

petroleum products, is prohibited also when the country of destination is not the European Union → e.g., the items 

originating in and/or exported from Russia are purchased or imported by an entity subject to EU jurisdiction (e.g., a branch 

of an EU company) located in a third country, such as Israel

Not all restrictions apply to Belarus. Additional restrictions apply to potash, iron and steel products, and new pneumatic tyres

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014R0833-20221204
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014R0833-20221204
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014R0833-20221204
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014R0833-20221204
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014R0833-20221204
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EU sanctions against Russia | Services restrictions

Israeli companies subject to EU jurisdiction are prohibited from providing to any person or entity in Russia or for use in Russia,

services (i) related to obtaining, manufacturing, repairing, maintaining and/or using items subject to EU trade sanctions and (ii)

if they constitute:

Services related to items subject to the EU trade sanctions | item-specific

Technical 

assistance

any technical support 

related to repairs, 

development, 

manufacture, assembly, 

testing, maintenance, 

or any other technical 

service, in all forms 

including verbal 

instructions

e.g.: access to 

technical data (incl. 

know-how) to Russian 

employees

Brokering services

negotiation or arrangement of 

transactions for the 

purchase, sale or supply of 

goods and technology or of 

financial and technical 

services (incl. from a third 

country to any other third 

country); or

the selling or buying of goods 

and technology or of financial 

and technical services, 

including where they are 

located in third countries for 

their transfer to another third 

country

Financing and financial 

assistance

any action, irrespective of 

the particular means 

chosen, whereby the 

person, entity or body 

concerned, conditionally or 

unconditionally, disburses 

or commits to disburse its 

own funds or economic 

resources

excluded: payment and 

terms and conditions of 

payment of the agreed 

price for a good or a 

service

Other services

covers all services that 

are related to the 

[restricted] goods and 

technology […] and to the 

provision, manufacture, 

maintenance and use of 

these goods and 

technology, including 

“other non-technical 

services, such as 

marketing or cleaning 

services”

e.g.: after-sale services 

for legally exported goods
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EU sanctions against Russia | Services restrictions

Horizontal services prohibition | Art. 5n of Reg 833/2014 (regardless of targeted sanctions/trade sanctions for listed items)

Israeli companies subject to EU jurisdiction are prohibited from providing the following business services to the Government of

Russia and any legal person or entity in Russia:

Accounting and 

auditing services 

recording of commercial

transactions;

examination services of

accounting records and

financial statements;

business tax planning

and consulting etc.

Business and management 

consulting and public relations 

services, market research, 

advertising etc.

advisory/operational assistance for business 

policy and strategy; management fees and 

auditing; human resources, production/project 

management, advisory, guidance to improving 

the image of the clients and their relations 

with the general public/institutions etc.

Architectural and 

engineering services

architectural and engineering 

services as well as integrated 

engineering services, urban 

planning and landscape 

architectural services and 

engineering-related scientific 

and technical consulting 

services etc.

Legal services

the provision of legal advice 

to clients in non-contentious 

matters, e.g., commercial 

transactions. 

Does not include legal 

representation services 

before courts, administrative 

agencies etc.

IT consultancy services

consultancy services related to the installation of computer hardware, 

including assistance services to the clients in the installation of computer 

hardware (i.e., physical equipment) and computer networks

software implementation services, including all services involving 

consultancy services on, development of and implementation of software, 

incl. systems and software consulting services, systems analysis services, 

systems design services, programming services, systems maintenance 

services

Derogations (authorisation from the EU MS authorities is 

required) covering among others:

▪ exclusive use of Russian entities owned by, or solely or jointly 

controlled by EU or EEA entities or entities established in Switzerland 

or a partner country (i.e., United States, Japan, United Kingdom, 

South Korea) – not Israel !

▪ public health emergencies, human safety, safety of the environment

▪ humanitarian purposes, civil society activities/democracy, 

diplomatic/consular representations, critical energy supply of the EU 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014R0833-20221204
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Key differences between 

EU and UK sanctions



19

Key differences between EU and UK sanctions

Targeted Sanctions

▪ UK sanctions list not identical to EU sanctions list (e.g., the CEO of Gazprom is not listed in the EU but is listed in the UK);

▪ UK Regulations expressly prohibit making funds or economic resources available to (non-listed) entities owned or controlled by a

listed person

Financial Sanctions

▪ The UK does not prohibit transacting with certain Russian SOEs which are not subject to targeted sanctions

Licensing 

▪ EU sanctions legislation exhaustively lists the grounds upon which a licence may be granted. By contrast, the grant of licences in

the UK is subject to the discretion of the issuing authority, which may consider all relevant circumstances of a case



Who enforces EU & UK 

sanctions?
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EU sanctions | Enforcement

Member States

▪ Define and apply penalties under 

national law (criminal or civil 

penalties, incl. monetary fines 

and/or imprisonment)

▪ Receive requests for and grant 

authorisations (namely, licences)

▪ Collect information 

▪ Coordinate with the Commission 

Customs authorities

National Competent 

Authority

Other National 

Competent Authorities

Justice and law 

enforcement services

European Commission

European Commission

▪ Ensures the uniform application of 

sanctions 

▪ Issues opinions to the competent 

authorities in Member States

▪ Monitors credible allegations of 

breaches
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EU sanctions | Enforcement

Identification and tracing of property 

subject to asset freeze (incl. of listed 

dual Israeli/Russian nationals)

European Commission Proposal for a 

Directive on asset recovery and 

confiscation

• Identifying and tracing property owned 

or controlled by persons or entities 

subject to targeted EU sanctions

• Confiscation limited to situations 

where property stems from criminal 

activities, including the violation of EU 

sanctions, following a final conviction

Israeli persons and entities violating  EU 

sanctions

Council decision on adding the violation 

of EU sanctions to the list of EU crimes

• Violation of EU sanctions = “particularly 

serious crime with a cross-border 

dimension resulting from the nature or 

impact of such offences or from a 

special need to combat them on a 

common basis”

• EU-level minimum rules concerning the 

definition and penalties for any violation, 

including circumvention

▪ Currently, not all EU Member States criminalise violations of EU sanctions – but will change in the short term 

▪ EU Member States’ penalty systems differ substantially. For example, under Luxembourg law, the violation of EU 

sanctions may result in imprisonment for a term of eight days to five years and/or a fine of between EUR 12.500 to 

EUR 5.000.000

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52022PC0245
https://data.consilium.europa.eu/doc/document/ST-10287-2022-REV-1/en/pdf
https://www.cssf.lu/wp-content/uploads/L_191220_restrictive_measures_eng.pdf
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UK Sanctions | Enforcement

• Enforcement (potentially 

collaborating with the Crown 

Prosecution Service or the 

Serious Fraud Office)

• Licensing 

Customs enforcement but 

may refer cases to the 

Crown Prosecution Service 

or the Serious Fraud Office
Licensing 

HM Treasury

Export Control Joint 

Unit (ECJU)

HM Revenue and 

Customs

Trade 

sanctions
Targeted 

sanctions

Department of 

International Trade

(DIT)

Office of Financial 

Sanctions 

Implementation

(OFSI)

UK sanctions list

Financial 

sanctions

Penalties 

▪ Monetary penalties of 

up to GBP 1 million or 

50% of the estimated 

value of the breach

▪ Imprisonment of up to 

12 months (financial 

sanctions) / 10 years 

(trade sanctions)

▪ Criminal liability for 

directors of companies 

infringing UK sanctions

▪ HMRC may issue 

compound settlements

for unlicensed exports

https://www.cps.gov.uk/
https://www.sfo.gov.uk/
https://www.gov.uk/government/organisations/hm-treasury
https://www.gov.uk/government/organisations/export-control-joint-unit
https://www.gov.uk/government/organisations/hm-revenue-customs
https://www.gov.uk/governmentorganisations/department-for-international-trade
https://www.gov.uk/government/organisations/office-of-financial-sanctions-implementation
https://docs.fcdo.gov.uk/docs/UK-Sanctions-List.html
https://www.gov.uk/government/publications/notice-to-exporters-202231-uk-exporters-issued-compound-settlements-for-unlicensed-strategic-exports/nte-202231-uk-exporters-issued-compound-settlements-for-unlicensed-strategic-exports#:~:text=Between%20May%202022%20and%20October,UK%20exporters%20totalling%20%C2%A3510%2C670.13.


Compliance with EU & UK 

sanctions

Authorisations/Licensing
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EU sanctions | Authorisations

Transparency

Lack of publicly available information 

on the authorisation procedures 

before the MS authorities, 

authorisations granted etc.

Coordination

Lack of formal channels of 

coordination between the MS 

authorities 

Quid transactions with 

touchpoints in multiple EU 

jurisdictions?

MS authorities are under a duty 

of good faith cooperation 

(recognise each other’s 

authorisation decisions; 

proactively reach out to each 

other etc.)

General authorisations

General authorisations cover 

multiple types of conduct 

performed by the same or 

different entities, incl. Israeli 

companies subject to EU 

sanctions

▪ General licence from the 

Luxembourg authorities for 

termination of relations with the 

National Settlement Depository

Comfort letters?

Unwillingness of MS authorities 

to issue comfort letters to EU 

operators confirming that their 

conduct does not infringe the 

EU sanctions (but different 

practices are visible)

Specific authorisations

MS authorities provide 

authorisations exclusively in 

accordance with derogation 

provisions in EU Regulations

Ask for an authorisation before 

the relevant conduct takes 

place

Application procedure and 

timing differ in each MS

Which is the competent MS 

authority for an Israeli national 

or an Israeli company?

https://mfin.gouvernement.lu/dam-assets/dossiers/sanctions-financi%C3%A8res-internationales/documentation/general-authorization-ru-sanctions-269-2014-art6-para-5.pdf
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UK sanctions | Licensing

Transparency

Individual licences are not 

published

ECJU publishes annual reports

on its licensing activities 

DIT administers a dedicated 

export support service online

OFSI publishes its enforcement 

decisions on UK financial 

sanctions

Ad hoc trade licences

UK sanctions legislation does 

not set out the licensing 

grounds 

UK authorities have the 

discretion to decide on the 

merits of a licence application 

by entities subject to UK 

sanctions, incl. Israeli entities 

subject to UK sanctions

The DIT has certain published 

guidelines regarding the type of 

factors they take into 

consideration

General licences

OFSI issues general licences, 

which are publicly available

and may be used by Israeli 

companies subject to UK 

sanctions

Each general licence has 

specific conditions attached 

and may be issued for a limited 

time only

Comfort letters?

Unwillingness of UK authorities 

to issue comfort letters or other 

forms of written assurances to 

UK operators confirming that 

their conduct does not infringe 

the UK sanctions

https://www.gov.uk/government/publications/uk-strategic-export-controls-annual-report-2021
https://www.gov.uk/ask-export-support-team
https://www.gov.uk/government/collections/enforcement-of-financial-sanctions
3.3%20Licensing%20for%20trade%20sanctions
https://www.gov.uk/government/collections/ofsi-general-licences


Compliance with

EU sanctions
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EU sanctions | Due diligence 

Risk screening Compliance checks
Continued 

monitoring
Risk assessment

Due diligence process

Due diligence obligation for all persons and entities subject to EU sanctions legislation 

No liability where there is neither knowledge nor reasonable cause to suspect that specific actions will 

infringe the measures

Four-step approach to identify and mitigate compliance risks, “calibrated according to the 

specificities of their business and the related risk exposure” (EU sanctions compliance 

programme)
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EU sanctions | Due diligence

Listed 

persons 

involved in 

transaction

Sanctioned 

banks 

involved in 

transaction

Sanctions 

apply to 

country of 

destination

Possibility 

to 

circumvent 

sanctions

Mode of 

transport 

affected by 

sanctions

Step 1: Risk screening

Collect standard information (e.g., using questionnaire) about:

1. Product or service at issue

2. Parties (counterparties/investors/shareholders/direct and indirect customers) involved in transaction (“KYC”) (incl. 

ownership structure, management bodies, governance; collect company documentation e.g., AoA, SHA etc.)

3. Destination of the goods 

4. Payment channels

Determine relevant risks for your business

Conduct standard (“Level 1”) checks – take into account latest developments

▪ Sanctions list screening (special tools available)

▪ EU sanctions map

Other 

Russian 

links
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EU sanctions | Due diligence

Unknown parties Inexperienced

parties

Unknown third 

parties

State parties

False documents Suspicious

location

Lack of 

certification

Suspicious

information

End-use(r) unclear Unusual shipping 

terms

Unusual payment 

terms

Commission

payments

Aftermarket

services
Unusual secrecy Source of 

payments

Sanctions clause

Step 1: Risk screening

Step 2: Risk assessment

Based on the information and the Level 1 checks you have carried out, identify potential red flags
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EU sanctions | Due diligence

Based on the information and the Level 1 checks you have carried out, after identifying any red flags, assign a low / medium / 

high risk value to the transaction

Step 1: Risk screening

Step 2: Risk assessment

Low risk Medium risk High risk

Step 4: Proceed with transaction and continue monitoring (due diligence contractual clauses)

Step 3: Compliance checks (“Level 2 check”)

Proceed only with independently verifiable information ruling out the compliance risk you 

have identified, proportionate to level of risk 



Where to find more 

information?
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Useful documents for guidance on EU & UK sanctions | Links

▪ EU sanctions

▪ The Council webpage on EU sanctions

▪ The European Commission webpage on EU sanctions

▪ EU sanctions list incl. persons and entities subject to EU targeted sanctions

▪ EU sanctions map: comprehensive details of all EU sanctions regimes

▪ Consolidated FAQs on EU sanctions against Russia prepared by the European Commission

▪ The Council EU Best Practices for the effective implementation of EU sanctions

▪ Compliance with EU and UK sanctions, VBB webinar for the Ministry of Economy of Israel

▪ UK sanctions

▪ UK Sanctions Regulations setting out e.g., UK targeted and trade sanctions

▪ Statutory guidance on UK sanctions against Russia prepared by the Secretary of State for Foreign, Commonwealth and 
Development Affairs of the United Kingdom

▪ UK sanctions list incl. persons and entities subject to UK targeted sanctions

▪ General guidance for UK financial sanctions prepared by OFSI

▪ FAQs on UK financial sanctions for importers and exporters prepared by OFSI

▪ Guidance on the enforcement and monetary penalties for breaches of UK financial sanctions

https://www.consilium.europa.eu/en/policies/sanctions/restrictive-measures-against-russia-over-ukraine/
https://eu-solidarity-ukraine.ec.europa.eu/eu-sanctions-against-russia-following-invasion-ukraine_en
https://webgate.ec.europa.eu/fsd/fsf/public/files/pdfFullSanctionsList/content?token=dG9rZW4tMjAxNw
https://sanctionsmap.eu/#/main
https://finance.ec.europa.eu/publications/consolidated-version_en
https://data.consilium.europa.eu/doc/document/ST-10572-2022-INIT/en/pdf
https://israel-trade.net/wp-content/uploads/2022/03/2022.03.10-VBB-Israeli-Ministry-of-Economy-Presentation-EU-sanctions-on-Russia-and-Belarus-final.pdf
https://www.legislation.gov.uk/uksi/2019/855/contents
https://www.gov.uk/government/publications/russia-sanctions-guidance/russia-sanctions-guidance#are-there-circumstances-when-i-can-get-an-authorisation-or-licence-for-a-sanctioned-activity
https://docs.fcdo.gov.uk/docs/UK-Sanctions-List.html
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1100991/General_Guidance_-_UK_Financial_Sanctions__Aug_2022_.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/948298/OFSI_Guidance_-_Import_and_export.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1083299/15.06.22_OFSI_enforcement_guidance.pdf
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